
Take steps for a more flexible and secure future
Outmanoeuvre uncertainty

As the health and humanitarian impacts of the COVID-19 pandemic 

evolve, so do the business and economic challenges. Organizations 

looking to balance their immediate needs with longer-term 

opportunities will see the trade-offs play out across three waves of 

impact: the Now, the Next and the New Normal.

The Now includes an emphasis on supporting people, customers 

and suppliers. The Next will feature refocusing the business to 

withstand new threats and seize new opportunities. And the New 

Normal will require navigating rapid shifts in cultural norms, values 

and behaviours.

This is the moment to reinvent business models and reintegrate 

the value organisations provide into a new societal landscape. The 

time to shape a mind-set of bold business transformation powered 

by new approaches to technology and responsible leadership is 

underway.

Security challenges

Operational resilience is fast becoming a key business metric across 

industries. Security teams are used to responding to constant 

threats and continuous change. Every day, they defend their 

organizations against new or existing adversaries whose aims are to 

steal, deceive or disturb business operations.

Everything has changed. For C-suite executives, daily conversations 

about operations and profits now include business survival, safety, 

security and resilience. Further, working from home has opened up 

new attack vectors and workforce challenges—including those from 

insider threats.

Security leaders are well placed to make the practical changes that 

keep their organizations safe and secure and help people adapt to 

new ways of working that improve security in the long term. But 

they must adapt in two ways. First, they must bring their existing 

focus on business risk and resilience into the broader executive 

planning discussions. Second, they must take steps to build a new, 

more resilient business from the ground up.

Challenge 1 - Organisations are rethinking their culture, 

collaborative practices, and the technology necessary to enable 

distributed working environments at scale—but while some changes 

are short term, they must prepare to outmanoeuvre uncertainty in 

the future.

Challenge 2 - Malicious threat actors are taking advantage as 

organisations reconfigure their vulnerable supply chains, offer more 

digital experiences, and meet the growing demands of a remote 

workforce.

Challenge 3 - Security leaders must adapt to service new business 

priorities and evolve how they detect, defend and recover from 

threats in the face of unprecedented demands.

Where are we now?

Cyberattackers are preying on the susceptibility of newly remote 

workers by offering lures and traps that imitate credible sources.

Security Operations Centres need to tap into tactical, operational 

and strategic threat intelligence to identify trends and technologies 

that threaten business continuity.

In these difficult times, security leaders have an opportunity to 

reimagine their strategy and technologies from the ground up.



Five fundamental questions can determine how to best protect the 

work environment:

1: Who is a potential threat?

Cybercriminals who have attempted breaches before will most 

likely try again. Bear in mind, new threats are constantly emerging—

for instance, as nation-states try to exploit work-from-home 

environments.

2: What are the logical threat vectors?

Take account of the thousands of coronavirus- related domain 

names emerging since January 2020, creating new opportunities to 

breach cybersecurity defences.

3: What is the impact of disinformation?

As people seek information, threat actors attempt to take advantage 

of confusion and uncertainty to penetrate cyber defenses. 

Communicating first can help disinformation lose its power.

4: Where are your vulnerabilities?

Ask what concrete steps the enterprise can take to enhance 

cybersecurity in the current environment. Recognize budgets may 

be affected almost immediately and plan accordingly.

5: How can you build a more resilient business?

Factor into the future the additional security vulnerabilities and 

cultural support necessary for remote working, the importance 

of digital identity and authentication, and the data, tools and 

techniques needed to mitigate new challenges for enterprise 

monitoring.

_________________________________________________________

What you can do now?

As organisations stabilize their current operations, security leaders 

can put the right controls in place to create a safe and secure 

working environment for their enterprise. Here are four elements of 

proactive security which right apply now:

1: Secure mind-set

Prioritize the human factor - Security leaders continue to play a role 

in maintaining the health and well-being of the workforce, which 

is essential for the smooth running of the enterprise and helps to 

mitigate risks to the larger community.

2: Secure network access

Protect the company infrastructure - Security leaders can inform 

employees about known vulnerabilities and make sure their teams 

are diligent when it comes to testing and intelligence.

3: Secure work environments

Be brilliant at the basics - With workforces now remote, security 

leaders need to shift the information security focus from an 

enterprise infrastructure to a virtual and cloud environment.

4: Secure collaboration

Provide the tools and the teams to tackle risk - Security leaders 

are well-placed to evaluate and promote solutions that mean 

distributed teams can connect and collaborate safely, securely and 

effectively—helping their organisations to create better employee 

experiences while making them more productive.

_________________________________________________________
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